UBND TINH BINH DPINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Péc 1ap - Tw do - Hanh phiic
S6: 504 ISTTTT-BCVT&CNTT Binh Binh, ngay 13 thang 5 nam 2022

V/v canh bao 16 hﬁng bao mat anh hudng cao
trong cac san pham Microsoft thang 5/2022

Kinh gtri:
- Céc s0, ban, nganh; ,
- UBND cac huyén, thi xa, thanh pho.

Thue hién khuyén nghi ciia Cuc An toan thong tin thuoc Bo Thong tin va
Truyén thong tai Cong van sd 674/CATTT-NCSC ngay 11/5/2022 vé 15 hong
bao mat anh hudng Cao va Ngiém trong trong cac san pham Microsoft cong bd
thang 5/2022;

Nhim dam bao an toan thong tin cho hé thng thong tin ctia Quy co quan,
don vi, gop phan bao dam an toan cho cac hoat dong trén méi truong mang, S
Thong tin va Truyén thong dé nghi cac co quan, don vi thuc hién cac nd1 dung:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c¢6 kha
nang bi anh hudng. Thuc hién cip nhat ban va kip thoi dé tranh nguy co bi tAn
cong (cO hudng dan chi tiét tai Phu luc kém theo).

2. Tang cudng giam sat hé thdng mang tai co quan don vi, kip thoi phét
hién hoat dong tdn cong mang; phéi hop voi Poi tmg ctru sy ¢b an toan thong tin
mang cta tinh trong xir 1y, img ctru su cd gay mat an toan thdng tin khi tham gia
hoat dong trén moi trudng mang tai co quan, don vi.

Trong qua trinh trién khai néu can hd tro lién hé: Phong Buu chinh, Vién

thong va Cong ngh¢ thong tin, dién thoai: 0256.2210517 (gap d/c Hoang).
Pé nghi Quy co quan, don vi quan tdm phdi hop, thuc hiénW

-
Noi nhén: KT. GIAM bOC
- Nhu trén; PHO GIAM POC

- Giam dbc S¢ (dé b/céo);

- Cong an tinh - PA 03 (dé p/hop);
- TT.CNTT&TT (dé t/hién);

- Luu: VT, BCVT&CNTT.




PHU LUC

Théng tin vé cac 16 hong bao mit trong san phim Microsoft

(Kem theo Cong vin s6 504 /STTTT-BCVT&CNTT ngay 13 /5/2022

ciia S¢ Théng tin va Truyén thong)

1. Théong tin cac 16 hong biao mat

STT

CVE

Mo ta

Link tham khao

CVE-2022-26925

- Diém CVSS:
(Nghiém trong)

- L6 hong trong Windows
LSA cho phép d6i tuong
tin cong khong cin xéac
thuc c6 thé thuc hién tin
cong gia mao (spoofing)
két hop véi NTLM relay
attack tr d6 nang cao dac
quyén trong hé thong muc
tiéu.

- Anh hudng: Windows
7/8.1/10/11,  Windows
Server
2022/2019/2016/2012/20
08.

9.8

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-26925

CVE-2022-26923

- Piém CVSS: 8.8 (Cao)
- Lb hong trong Active
Directory Domain
Services cho phép ddi
tuong tan cong thuc hién
nang cao dic quyén.

- Anh hudng: Windows
8.1/10/11, Windows
Server
2012/2016/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24491

CVE-2022-26937

- Dbiém CVSS:
(Nghiém trong)

- L3 hong trong
Windows Network File
System cho phép ddi
tugng tan cong thuc thi
ma tu xa.

- Anh huéng: Windows
Server
2008/2012/2016/2019/20

9.8

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-26937




22,

CVE-2022-29972

- L3 hong trong
Magnitude Simba
Amazon Redshift ODBC
Driver cho phép dbi

tuong thuc thi ma tu xa.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-29972
https://msrc-
blog.microsoft.com/20
22/05/09/vulnerability-
mitigated-in-the-third-
party-data-connector-
used-in-azure-synapse-
pipelines-and-azure-
data-factory-cve-2022-
29972

CVE-2022-21978

- biém CVSS: 8.2 (Cao)
- Ld hong trong
Microsoft Exchange
Server cho phép ddi
tuong tan cong thuc hién
nang cao dic quyeén.

- Anh huéng: Windows
Server 2013/2016/2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21978

CVE-2022-22017

- Piém CVSS: 8.8 (Cao)
- L3 hong trong Remote
Desktop Protocol Client
cho phép dbi tuong tan
cong thuc thi ma tir xa.

- Anh hudng: Windows

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22017

CVE-2022-29110

11, Windows Server
2022.

- Piém CVSS: 7.8 (Cao)
- L3 hong trong

Microsoft Excel cho phép
dbi twong tin cong thuc
thi ma tr xa.

- Anh huong: Microsoft
Office Web Apps Server
2013, Microsoft Excel
2013/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-29110



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972

- Piém CVSS: 7.8 (Cao)
- Ld hdéng trong
Microsoft SharePoint
Server cho phép ddi
tugng tan cong thuc thi
8 | CVE-2022-29108 | ma tur xa.

- Anh huong: Microsoft
SharePoint Server
2016/2019, Microsoft
SharePoint  Foundation
2013.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-29108

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong bao
mat nodi trén theo huéng dan cua hang. Quy don vi tham khéao cac ban cap nhat
phit hop cho cic san pham dang sir dung tai link nguén tham khao tai muc 1 cia
phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-May

https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-
security-update-review
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